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The Deimos AEAD authenticates the encrypted data but not its nonce. Replacing the nonce in any valid
ciphertext by any other nonce yields a distinct valid ciphertext, defeating authenticity.

Construction

For password p, salt s, nonce N, and plaintext M, Deimos [1] computes

(K1, Ky, K3) = HKDF-BLAKE2b(p, ),
Y = M & XChaCha20y, (N),
T = HMAC-SHA256.(Y),
X=s|N|Y]T.

The decryptor first verifies T from Y alone. Only after accepting the tag does it use the supplied nonce N
to decrypt. Algorithms 1-2 and the reference C++ implementation follow this data flow [2].
Forgery

Let
X=s|N|IY[T

be any valid ciphertext. Choose any other 192-bit nonce N’ # N and submit
X =s||N|Y]|T.

The salt is unchanged, so the same K3 is derived. Since Y and T are also unchanged, verification still
succeeds:
HMAC-SHA2564,(Y) = T.

The decryptor then uses N" and returns
Dec,(X’) = Y @& XChaCha20y, (N') 7 L.
Therefore X’ # X is a valid forgery and
Pr[Dec,(X') # L] = 1.

Thisis a one-query ciphertext-integrity forgery. It falsifies the paper’s claim that “HMAC-SHA256 prevents
undetected modifications.” Deimos, as specified and implemented, is therefore insecure.
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