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Quantum physics
Explains how Nature behaves at the smallest scales (atoms, electrons, photons)

It defies common sense:

• Particles can behave like waves (wave-particle duality)

• A particle is in an uncertain state until it’s observed (superposition)

• Particles at large distances appear to influence one another (non-locality)

Simulating quantum physics involves complex equations of complexity growing 
exponentially, practically impossible even with supercomputers
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Not to break crypto..

5



… but simulate quantum physics

6



Quantum bits (qubits)
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α |0⟩ + β |1⟩
0 with probability | α |2 

1 with probability | β |2 

Once observed, a qubit stays 0 or 1 forever

Observation, random outcomeSuperposition state

α, β  are"probabilities" called amplitudes
(can be complex, and negative numbers)



Quantum computing’s power
Quantum computing draws its power from two phenomena:

• Entanglement: distant particles are "correlated" and appear to influence each 
other even even at a distances.

• Interference: quantum algorithms amplify correct answers and eliminate the 
wrong ones, not unlike waves in a liquid



Different math, different computing
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Quantum algorithms 
Circuits of quantum gates, transforming qubits, ending with an observation

Can be simulated with basic linear algebra  but does no scale, exponential cost:

• Quantum state = vector of 2N amplitudes for N qubits

• Quantum gates = matrix multiplications, with O(23N) complexity

Can’t be simulated classically! (needs 2N storage/compute)
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Quantum speedup
When quantum computers can solve a problem faster than classical computers

Most interesting: Superpolynomial quantum speedup (“exponential" boost)

List of problems on the Quantum Zoo: http://math.nist.gov/quantum/zoo/ 
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Quantum parallelism
Quantum computers work on values in superposition

But they do not compute “for all input values at the same time” 

You can only observe one “value” that results from the interference of all, 
as a projection from the Hilbert space where qubits “live" to some basis 
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NP-hard problems are common:
• Problems whose solution is hard to find, but easy to verify
• Structured like constraint satisfaction problems (scheduling, puzzle-solving, etc.)

NP-hard problems CANNOT be solved faster with quantum computers!

                                      NP is not in BQP 

                                Therefore quantum computers 
                                   can’t solve NP-hard problems 

BQP = bounded-error quantum polynomial time = what QC can solve efficiently

Most hard problems don’t benefit from QC
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NP-Complete
(hard)

BQP (quantum-easy)

P (classical-easy)



Recommended reading
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Impact on cryptography
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Shor’s quantum algorithm
Polynomial-time algorithm for the following problems:

• Computes p given n = pq               → RSA dead

• Computes d given y = xd mod p     → ECC/DH dead

Practically impossible on a classical machine

#QuantumSpeedup
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How bad for crypto?
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Bad: Key agreement (Diffie-Hellman, ECDH, etc.)
Partially mitigated by secret internal states and reseeding

Terrible: Encryption (RSA encryption, ECIES, etc.)
Encrypted messages compromised forever

Mild: Signatures (ECDSA, Ed25519, etc.)
Broken sigs can be reissued with a post-quantum algorithm



Concretely
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Bad: Key agreement
TLS, IPsec, WireGuard, e2ee messaging (WhatsApp, Signal), etc.
Migration ongoing (e.g. Apple’s iMessage, Cloudflare, etc.)

Terrible: Encryption
Key encapsulation, some encrypted backups, PGP messages, etc.
Migration to prioritize

Mild: Signatures
PKI certificates, code signing, blockchain transactions, etc.
Migration planned, technology ready



Not there yet
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https://sam-jaques.appspot.com/quantum_landscape_2024 

Millions of qubits to break RSA, 
to implement error correction

QC in its infancy, only research 
prototypes useless in practice

Google and IBM leading

2 main dimensions:

• Error rate

• Qubits number (physical, 
logical)

https://sam-jaques.appspot.com/quantum_landscape_2024


Beware PR content
Often hyperbolic, misleading claims from QC companies
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https://www.ibm.com/roadmaps/quantum/ 

https://quantumai.google/roadmap 

https://www.ibm.com/roadmaps/quantum/
https://quantumai.google/roadmap


Quantum supremacy?
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When it Looks too Good to be True..
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Quantum search
Impacts symmetric cryptography

Grover’s algorithm (1996)

Searches in N items in √N queries!

• AES-128 broken in √(2128) = 264 operations?

• Applications in machine learning models

Caveats:

• Constant factor in O(√N) may be huge

• Doesn’t parallelize as classical search does
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Quantum-searching AES keys

If gates are the size of a hydrogen atom (12pm) this depth is the diameter of 
the solar system (~1013m), yet less than 5 grams

More efficient circuits will be designed…
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https://arxiv.org/pdf/1512.04965v1.pdf 

https://arxiv.org/pdf/1512.04965v1.pdf


Quantum-searching AES keys
From February 2020, better circuits found
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Eliminating the Problem: 256-bit Keys
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A.k.a. “quantum-safe”, “quantum-resilient” 



Post-quantum cryptography
Insurance against quantum computing threat:

• “QC has a probability p work in year X and the impact would be $N for us”

• “I want to eliminate this risk and I’m ready to spend $M for it”

Initial motivation of USG/NSA:

"we anticipate a need to shift to quantum-resistant cryptography in the near 
future.”   — NSA in CNSS advisory 02-2015
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https://media.defense.gov/2021/Aug/04/2002821837/-1/-1/1/Quantum_FAQs_20210804.pdf 

NSA’s Take (Aug 2021)
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https://media.defense.gov/2021/Aug/04/2002821837/-1/-1/1/Quantum_FAQs_20210804.pdf


The NIST competition
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Started in 2016, FIPS standards announced in 2022:  

• Encryption/KEM: Kyber (ML-KEM, FIPS 203)

• Signature: 

• Dilithium (ML-DSA, FIPS 204)

• SPHINCS+ (SLH-DSA, FIPS 205)

• Falcon (TBD)

All latticed-based except SPHINCS+

Round 4 only for encryption/KEM, all code-based: 

BIKE, Classic McEliece, HQC selected as the winner in 2025

NIST standards
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Lattice-based crypto intuition
Based on problems such as learning with errors (LWE): 

S a secret vector of numbers

The attacker receives pairs of vectors (A, B)

- A = (A0, …, An-1) is a vector of uniformly random numbers

- B = <S, A> + E , a vector of Bi =  Si*Ai + Ei

- E = (E0, …, En-1) is an unknown vector or normal-random numbers

Attacker’s goal: find S given many pairs (A, B)
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Lattice-based crypto intuition
Based on problems such as learning with errors (LWE): 

S a secret vector of numbers

The attacker receives pairs of vectors (A, B)

- A = (A0, …, An-1) is a vector of uniformly random numbers

- B = <S, A> + E , a vector of Bi =  Si*Ai + Ei

- E = (E0, …, En-1) is an unknown vector or normal-random numbers

Attacker’s goal: find S given many pairs (A, B)

Without the errors E: trivial to solve (just a linear systems of equations)

With the errors E: NP-hard
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PQC performance
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From "Benchmarking Post-Quantum Cryptography in TLS” https://eprint.iacr.org/2019/1447 

-

Post-quantum 
standard

Elliptic curve key agreement

- Elliptic curve signature
Post-quantum 
standard

https://eprint.iacr.org/2019/1447


Using PQC today
Integrated by most hyperscalers

Software libraries
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More about post-quantum crypto
https://github.com/veorq/awesome-post-quantum 

https://github.com/qosf/awesome-quantum-software 

https://csrc.nist.gov/projects/post-quantum-cryptography/post-quantum-crypto
graphy-standardization 

IETF RFC 8391 (XMSS), RFC 8554 (LM)

May 2023 articles on https://blog.taurushq.com/, on how to prepare for the 
transition in an enterprise IT environment (inventory, risk management, etc.)
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https://github.com/veorq/awesome-post-quantum#standardization-efforts
https://github.com/qosf/awesome-quantum-software
https://csrc.nist.gov/projects/post-quantum-cryptography/post-quantum-cryptography-standardization
https://csrc.nist.gov/projects/post-quantum-cryptography/post-quantum-cryptography-standardization
https://blog.taurushq.com/


شكرًا جزیلاً

Obridado!
Thank you!

jp@taurushq.com
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