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BLAKE core = keyed permutation of a 4x4 state

4x4 32-bit words for BLAKE-256
4x4 64-bit words for BLAKE-512
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The G transform of (a,b,c,d)

a+= X P const
a+=Db
d=(d @ a)>>> 16
c+=d
b=(b&c)>>>12
a+=Y & const
a+=Db

d=(d&@ a)>>8
c+=d
b=(b@c)>>7



ChaCha’s core transform

a+=Db
d=(d @ a) << 16
c+=d
b=(b& )<< 12
a+=Db
d=(d @ a)<<< 8
c+=d
b=(b & c)<<<7



SIMD
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Desktop, laptops, servers
SSE (128b), XOP, AVX (256b)
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Tablets, smartphones
ARM’s NEON (128b)




Gaming consoles
Cell SPU (128b)




Intel Many Integrated Core Architecture (512b)




a += X @@ const
a+=b
d=(d & a)>>> 16
c+=d
b=(b&@&c)>>12
a+=Y & const
a+=Db
d=(d @ a)>>8
c+=d
b=(b&c)>>7

a+= X @ const
a+=Db
d=(d @ a)>>> 16
c+=d

b=(b& c)>>12
a+=Y & const
a+=Db
d=(d & a)>>8
c+=d

b=(b&@ c)>>7

BLAKE: same instruction, multiple data

a+= X @ const
a+=Db
d=(d & a)>>> 16
c+=d
b=(b&@c)>>12
a+=Y & const
a+=Db
d=(d @ a)>>8
c+=d
b=(b&c)>>7



Straightforward SIMD representation



How to implement it?



Past



SSE?2

Streaming SIMD Extensions 2 (2001)

128-bit SIMD => 4-way 32-bit arithmetic

Intel Xeon, Celeron, Core i7, Atom
AMD Athlon64, Opteron

VIA C7, Nano

Etc.



Implementing a += b using SSE2

al a2 a3 ad

PADDD (4-way 32-bit integer addition)

bl b2 b3 b4

al+bl a2 +b2 a3 +b3 ad + b4




Implementing d = (d §

D a) >>> 16 using SSE2

dl

d2

d3

d4

PXOR (XOR of two 128-bit registers)

al

a2

a3

ad

dl1é a1

d2 & a2

d3 @ a3

d4 P ad




Implementingd = (d @ a) >>> 16 using SSE2

PSLLD (4-way 32-bit left-shift)

dl1 & a1l d2 @ a2 d3 @ a3 d4 @ a4

(d1 @ al)<<16 (d2 @ a2)<<16 (d3 & a3)<<16 (d4 @D ad)<<16




Implementingd = (d @ a) >>> 16 using SSE2

PSRLD (4-way 32-bit right-shift)

dl1 & a1l d2 @ a2 d3 @ a3 d4 @ a4

(d1 @ al1)>>16 (d2 @ a2)>>16 (d3 & a3)>>16 (d4 D a4)>>16




Implementing d = (d §

D a) >>> 16 using SSE2

(d1 @ a1)>>16

(d2 @ a2)>>16

(d3 @ a3)>>16

(d4 @ a4)>>16

PXOR (XOR of two 128-bit registers)

(d1 & al1)<<16

(d2 @ a2)<<16

(d3 & a3)<<16

(d4 @ ad)<<16

(d1 & al1)>>>16

(d2 @ a2)>>>16

(d3 @ a3)>>>16

(d4 & as)>>>16




Etc. etc.



“Shiftrows” to work on the diagonalized state
PSHUFD (4-way 32-bit shuffle)

5_&2
B




SSSE3

Supplemental Streaming SIMD Extensions 3 (2006)

Intel Xeon 5100, Core 2, etc. (2006+)
AMD “Bobcat” and “Bulldozer” parchs (2011)

Byte-shuffle PSHUFB used for >>> 16 and >>> 8



PSHUFB for >>>16 of 4 32-bit words

d1lH diL d2H d2L d3H d3L d4H d4L
o
[ ]

diL d1lH d2L d2H d3L d3H d4L d4H




SSE4.1

Streaming SIMD Extensions 4 (2006)
Intel Core (2006), AMD Phenom (2007)

Introduces conditional copying PBLENDW



Naive initialization of permuted message

m[ p[6] ] m[ p[4] ] m[ p[2] ] m[ p[0] ]

Using the Cintrinsic

X=_mm_set_epi32(m[ p[6] ], m[ p[4] ], m[p[2] ], m[ p[O] ])



PBLENDW can be used to avoid LUTs

Example for round 2:

tmp0 = _mm_blend_epil6(m1, m2, 0x0C);

tmpl =_mm_slli_si128(m3, 4);

tmp2 = _mm_blend_epil6(tmp0, tmp1l, OxFO);

bufl = _mm_shuffle_epi32(tmp2, MM_SHUFFLE(2,1,0,3));
tmp3 = _mm_shuffle_epi32(m2, _MM_SHUFFLE(0,0,2,0));
tmp4d = _mm_blend_epil6(m1, m3, 0xC0);

tmp5 = _mm_blend_epil6(tmp3, tmp4, OxFO);



19.64

BLAKE-256 cycles/byte
Intel Xeon “gcc14”

11.25
8.93 9.11 I

ssedl ssse3 sse?2 sphlib
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NEON"™

128-bit SIMD architecture
Packed 4-way 32-bit and 2-way 64-bit arithmetic

+ other useful instructions as VSWP (swap)



Leurent’s vect128 implementation

#telif defined(  ARM_NEON_ )

#tinclude <arm neon.h>



BLAKE-256 cycles/byte
Cortex A8 “h1mx515”

32 .39 33.04

vect128 (SIMD) sphlib (no SIMD)






BLAKE-256 cycles/byte
Cortex A8 in NOKIA N900O

EXPERIMENTAL 26.17

19

vect128+ (SIMD) sphlib (no SIMD)



BLAKE-512 cycles/byte 72.99
Cortex A8 in NOKIA N90O

EXPERIMENTAL

22

vect128+ (SIMD) sphlib (no SIMD)



Future



Haswell Processor Family Overview (Traditional)

G3(S47 ;MB
15(1 150 piy DT

Power Awae lnte;'rupt
Routing for power /
pe nce

Intel” Hyper-Threading
Technology

Intel” Turbo BoostTechnology

Last LevelCache {LLC) shared
between CPU and Integrated
Graphics

Processor Graphics
3D Gfxnndlam

quort
IP1.21IM1

Desktop/AllHin-One
DDR3/DDR3L-16002D/Ch
non-ECC UDIMM/SODIMM

DDR3L (only)
PORTor1600 2D/Ch 6L rPGA
non-ECC SODIMM

'~ DDRPower Gating
for lower idle power (MB)

PCle3.0 x16/2x8
3 controflers

_rovemtosupen | | St |

i —
Haswell Offers Better Power & Performance with Improved I/0 Jj -

e P ETCOTIRY § Nt

-

-
pNell O




AVXZ (to appear in 2013)

256-bit SIMD => 4-way 64-bit arithmetic



Implementing a += b using AVX2

al a2 a3 ad

VPADDQ (4-way 64-bit integer addition)

bl b2 b3 b4

al+bl a2 +b2 a3 +b3 ad + b4l




Straighforward BLAKE-512 implementation

1 SIMD instruction (4-way 64-bit op),
instead of 2 with SSE (2-way 64-bit ops)



VPSHUFD for >>>32 of 4 64-bit words

d1Hi dllo d2Hi d2Lo d3Hi d3Lo d4Hi d4lLo
o
[ ]

dlLo d1Hi d2Lo d2Hi d3Lo d3Hi d4lLo d4Hi




VPSHUFB for >>>16 of 4 64-bit words

d1Hi d1Mi diMo dilo d2Hi d2Mmi d2Mo d2Llo d3Hi d3Mmi d3Mo d3Lo d4Hi d4Mi d4Mo d4lo
(|
(]

dilo d1Hi d1Mi d1iMo d2Lo d2Hi d2Mmi d2Mo d3Lo d3Hi d3Mmi d3Mo d4lo d4Hi d4mi d4Mo




AVX2 introduces “gather” instructions

=> parallel table look-ups



Loading message words wrt the permutation p

m

VPGATHERDQ (4-way 64-bit gather)

p[6] p[4] p[2] p[O]

m[ p[6]] m[ p[5]] m[ p[2]] m[ p[0]]




AVX2 and BLAKE-2567



Loading message words wrt the permutation p

m

VPGATHERDD (4-way 32-bit gather)

p[6] p[4] p[2] p[O]

m[ p[6]] m[ p[5]] m[ p[2]] m[ p[0] ]




No-look-up permutations

mO

m1l

m2

m3

m4

m5

mo6

m7

m8

m9

m10

mll

ml12

m1l3

ml4

m1l15




No-look-up permutations
Use any-to-any word permutation VPERMD

loment Width | Vectorwiatn | instruction | Launcn |
BYTE 128

PSHUFBE SSE4
VPERMD

DWORD 256 SRl AVX2 New!

QWORD 256 VPERMQ AVX2 Newl

VPERMPD



No-look-up permutations

: load relevant indices

vmovdga ymms, [perm1 + 00]

vmovdga ymm©9, [perm1 + 32]

; permute each message half accordingly
vpermd ymm4, ynmmS8, ymm10

pi.e “ymmdli]l = ymm10[ymmS8]i]], i=0, ..., 7”
vpermd ymmb5, ymm9, ymm11

: take the 4 32-bit words needed

vpblendd ymm4, ymm4, ymm5, 01111101b



Multistream hashing

A 256-bit register contains 2 rows from 2 instances
of BLAKE-256

Direct 2x speed-up if messages synchronized



Not before 2013...






What can we do NOW?



256-bit instruction sets are already here

AVX (“Sandy Bridge” parch)

(intel)
m XOP (“Bulldozer” parch)

No full-SIMD BLAKE, but speed-ups expected




SSE4: 2-operand instructions
: xmm4 = blend(xmm4, xmm11, 00001100b)
pblendw xmm4, xmm11, 00001100b

AVX: 3 operands!

: xmm4 = blend(xmm13, xmm11, 00001100b)
vpblendw xmm4, xmm13, xmm11, 00001100b



Round Permuted message

o
o
2

3

Message caching

Store the reused permuted
messages in 256-bit registers

— 9 instead of 13 loads
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New implementations

(coding by Samuel)



AVX2 assembly for BLAKE-512 and BLAKE-256

Zmacsro o

srpadclog vienld , trorold , %1 - rowl + loufl
wpaddog viend , wroeold , vrnl ;o rowl 4+ rows
wpHOoE Vi3 . vrend . viod ;o rowd v o rowl
wp=shufd vens , vimos s rowd x> I32

paddq  yrmz, sz, s : rows ¢ rows Tested on Intel’s SDE

WRHEOE viiml , vionl . VienE @ rowZ Y rows
WPFROTRQ wrornl ;o rows Fxx 25

srpaclcdog yirenld , trorod , %2 2 rowl + lbhufl

vpeddy yimo, ymo, ymi : rowl + rows Ready to benchmark
whHOr viend . YVrind . YVieod @ o rowd o rowl

wpshuflh  vyrend , vroond , vrooonlS5 @ rowd === 16

wpadodog Yittns [, WintosZ [, Yin3 ;) row3d 4+ rowd

wphxOor vl . yrmol , vone 2 rows 4+ rond

WPROTRD ymanl ; rowZ x> 11
Zendimacro



Fifdef CACHING

wrrnodoa
wnowrdoga
wroswdoa
wwrnordoa
Zendif

[c=p
[r=p
[r=p
[rsp

endmacro

+

++ +

* ¥ ¥ ¥
++ o+ o+

Fmacro M3GLOADS

;[ 3] m
sm[ 7]
sm[11]
sm[15] m

[ 21
[ &]
[10]
[14]

m[ 1]
m[ 5]
m[ 2]
m[13]

* +
* +
* +
* +
m[ 0] —->
m[ 4] —->
m[ 8] —->
m[12] —>

;oHIMnT7  Minton6  HiotoS Hiod < - Hinls

;s this one reads words from all 4 words!

wphpunpokhdog XS, Xiol

wpalignr
wpinsrd
wpshutfd

whl lenduwr
wpinsrd
wpshutfd

wph lendw
whl lenduwr
wpshufd

wphunpokldg =menS

wpunpokhdog

wpunpoklogdog

L

r

L

=rmrols .,
L

.

=ianl3
,

.

=reold
L

.

0O, =ranll
IS ,
[E=p +

=ranlO
[tsp +

=roeol O,
=hanls

intnl O, XrmonlZz

, xrmnll , rmmlZ

. XmmnS

a

-

5 AVX assembly for BLAKE-256

pL ol el el ) 128-bit SIMD
m[14] m[12] m[ 1] m[ 9]
m[15] mm[ 2] m[ 5] m[ 2]

m[ 5] m[ O] m}[10] [ &]
Hrmnls Hindnll HrmolO

3-operand instructions

;7 3 8| 2

;13 12 7 3

wi] . s 13 11 7 3
;11 13 3 7

Caeaa Message caching

1- ;9 14 1 1z
;14 1z 1 9

;7T 2 5 4

e 7.62 cycles/byte

;8 1 8 0

oo (Corei7 2630QM, Sandy Bridge)



Next steps?



1

ARM NEON benchmarks



2

AVX BLAKE-256 on eBASH



3

XOP implementations



A

AVX2 benchmarks (2013)



Thank you



