
10 years of cryptographic hashing

Jean-Philippe Aumasson

HASH, x. There is no definition for this word—nobody knows what hash is.

Ambrose Bierce, The Devil’s Dictionary
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Hashing at FSE

Year Ratio hash/total

2000 0.0 % ( 0/21)
2001 7.4 % ( 2/27)
2002 4.8 % ( 1/21)
2003 3.7 % ( 1/27)
2004 3.2 % ( 1/31)
2005 13.8 % ( 4/28)
2006 37.0 % (10/27)
2007 21.4 % ( 6/28)
2008 36.7 % (11/31)
2009 61.9 % (13/21)
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INTRODUCTION
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Before 2000: the dark ages

Main results in the period [−∞; 2000]:

I Iterative hashing [Rabin-78, Merkle-89, Damgård-89]

I Blockcipher-based modes [Preneel-Govaerts-Vandewalle-93]

I MD5 pseudo-collisions [den Boer-Bosselaers-93]

I SHA-0 collision attack [Chabaud-Joux-98]

Poor understanding of hashing

Hashes around: mostly MD5 and SHA-1

Attention focused on block ciphers (AES. . . )
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Post-AES state-of-the-hash

Need for research on hashing

I MD5 and SHA-1 look fragile
I Lack of sound security definitions
I Better hashes needed to instantiate RO’s
I No real understanding of operation modes (only BC-based)

Better armed community:

I Experience from the AES competition
I More research groups

It’s not only SHA-3. . .
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PART ONE

Hashes under attack
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EUROCRYPT 2005
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EUROCRYPT 2005
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Collisions for MD5 et al.

Main results:

I 237 collision attack for MD5
I 28 (218) collision attack for MD4 (RIPEMD)

Differential path found “by hand”

Differences with respect to modular addition

Advanced message modification to fulfill conditions

Then most advanced application of differential cryptanalysis

Many subsequent improvements. . . (by Klima, Stevens, et al.)
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CRYPTO 2004
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EUROCRYPT 2005
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CRYPTO 2005
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Collisions for SHA-0
Main results:

I 251 collision attack for SHA-0 [Biham et al.-05]

I 239 collision attack for SHA-0 [Wang-Yu-Yin-05]

Based on earlier results [Chabaud-Joux-98] [Wang-Yin-97]

Introduction of the notion of neutral bits [Biham-Chen-04]

XOR differences [Biham et al.-05] vs. modular differences
[Wang-Yu-Yin-05]

251 attack implemented on a 256-CPU supercomputer

Exploit of the simple (linear, bitsliced) message expansion

mi = mi−3 ⊕mi−8 ⊕mi−14 ⊕mi−16

Exploit sequences of local collisions
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Joux’s SHA-0 collision
Thursday 12th, August 2004

We are glad to announce that we found a collision for SHA-0.

First message (2048 bits represented in hex):

a766a602 b65cffe7 73bcf258 26b322b3 d01b1a97 2684ef53 3e3b4b7f 53fe3762

24c08e47 e959b2bc 3b519880 b9286568 247d110f 70f5c5e2 b4590ca3 f55f52fe

effd4c8f e68de835 329e603c c51e7f02 545410d1 671d108d f5a4000d cf20a439

4949d72c d14fbb03 45cf3a29 5dcda89f 998f8755 2c9a58b1 bdc38483 5e477185

f96e68be bb0025d2 d2b69edf 21724198 f688b41d eb9b4913 fbe696b5 457ab399

21e1d759 1f89de84 57e8613c 6c9e3b24 2879d4d8 783b2d9c a9935ea5 26a729c0

6edfc501 37e69330 be976012 cc5dfe1c 14c4c68b d1db3ecb 24438a59 a09b5db4

35563e0d 8bdf572f 77b53065 cef31f32 dc9dbaa0 4146261e 9994bd5c d0758e3d

Second message:

a766a602 b65cffe7 73bcf258 26b322b1 d01b1ad7 2684ef51 be3b4b7f d3fe3762

a4c08e45 e959b2fc 3b519880 39286528 a47d110d 70f5c5e0 34590ce3 755f52fc

6ffd4c8d 668de875 329e603e 451e7f02 d45410d1 e71d108d f5a4000d cf20a439

4949d72c d14fbb01 45cf3a69 5dcda89d 198f8755 ac9a58b1 3dc38481 5e4771c5

796e68fe bb0025d0 52b69edd a17241d8 7688b41f 6b9b4911 7be696f5 c57ab399

a1e1d719 9f89de86 57e8613c ec9e3b26 a879d498 783b2d9e 29935ea7 a6a72980

6edfc503 37e69330 3e976010 4c5dfe5c 14c4c689 51db3ecb a4438a59 209b5db4

35563e0d 8bdf572f 77b53065 cef31f30 dc9dbae0 4146261c 1994bd5c 50758e3d

Common hash value (can be found using for example "openssl sha file.bin"

after creating a binary file containing any of the messages)

c9f160777d4086fe8095fba58b7e20c228a4006b
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ASIACRYPT 2006
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SHA-1 cryptanalysis
Main result:

I Automated method for finding (NL) characteristics

Follow-up to Wang et al.’s manually found characteristics

Example given for collisions of 64-step SHA-1:
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CRYPTO 2004
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Multicollisions

Main result:

I Algorithm to find k -collisions for DM hashes in log2 k · 2n/2

Improves on the folklore k !1/k · 2n(k−1)/k method

Application to concatenated hashes (2n/4 collision attack)

Used in the “Nostradamus attack”

Used as a cryptanalysis tool (e.g., to break AURORA)
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EUROCRYPT 2005
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Long-message second preimage attack

Main result:
I Second preimage attack for DM hashes and 2k -block

messages in 2n−k

Based on previous attack using easily found fixed points
[Dean-99]

Introduction of the notion of “expandable message” =
multicollision with messages of different lengths

Also describe a multicollision attack in time 3 · 2n/2 (long
colliding messages)
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EUROCRYPT 2006
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Herding hash functions and the Nostradamus attack
Main result:

I Herding attack and applications

Alice precomputes digest h, Bob chooses m1, Alice finds m2
such that H(m1‖m2) = h

Commit to digest before I know full string I’m hashing! Can
“predict” future events. . .

Suffix m2 can be made meaningful, using multicollision
techniques

Last minute: from this morning’s ePrint update:
(eprint.iacr.org/2010/030, by Stinson and Upadhyay)
“In this paper, we analyze the complexity of the construction of the
2k -diamond structure proposed by Kelsey and Kohno. We point out a flaw in
their analysis and show that their construction may not produce the desired
diamond structure.”
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FSE 2008
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CRYPTO 2008
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CRYPTO 2009
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EUROCRYPT 2009
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Preimages for MD4 et al.

Main results:

I Preimage attack for MD5 [Sasaki-Aoki-09]

I Preimage attack for reduced SHA-0/1 (50/45 steps)
[De Cannière-Rechberger-08] [Aoki-Sasaki-09]

Series of papers introducing new techniques for finding
preimages on MD4-like schemes: “neutral words”, “partial
matching”, etc.

Often non-negligible memory requirements

Other preimage attacks in 2007/8 on (reduced): HAS-V, Tiger,
GOST, Snefru, HAVAL, SHA-2, etc.

Recent results on reduced SHA-256 [Aoki et al-09]
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FSE 2009
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ASIACRYPT 2009
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The rebound attack

Main result:
I The rebound attack

Directly exploit degrees of freedom in the “middle” to satisfy
low-probability characteristics (match-in-the-middle)

Applied to Whirlpool, and to the SHA-3 candidates ECHO, JH,
Groestl, LANE, and Twister
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PART TWO

New paradigms
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CRYPTO 2002
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EUROCRYPT 2005
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CRYPTO 2008
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CRYPTO 2008
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Results on compression function constructions
Main results

I Better understanding of blockcipher-based hashing
I Results for (e.g.) compression function combiners

Example of impossibility: compression function with one call to
a fixed key block cipher [Black-Cochran-Shrimpton-05]

Many new constructions proposed, e.g.
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TCC 2004
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Indifferentiability

Main result:

I Notion of indifferentiability and proof strategies

“Ultimate” notion of security for operation modes

For a hash, says that if the compression function has no
structural flaw, then the hash function resists any attack

Useful for cryptanalysis (any flaw must be in the compression
algorithm)

Proofs sometimes difficult to verify. . .
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EUROCRYPT 2008
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Sponge functions
Main results:

I Definition of the sponge construction for hash function
I Proof of indifferentiability

First real alternative to the DM operation mode

First distinction of security (“capacity”) and digest length

High flexibility (block length, digest length, security)

Needs larger state, but no “feedforward” is needed
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EUROCRYPT 2006
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SHA-3 submission
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SHA-3 submission

46 / 55



Provably secure hashes

Main results:

I Reductions of factoring, SVP, decoding
I Significant efforts to improve efficiency

Significant progress compared to previous (broken) approaches

Simple designs (e.g., FSB is essentially XORs)

Current limitations: security against non-proved notions,
efficiency
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PART THREE

From SHA-2 to SHA-3
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The NIST Hash Competition

Oct 2008 deadline for submissions, 64 received
Feb 2009 First SHA-3 Conference (Leuven, Belgium)
Jul 2009 14 second round candidates selected

Aug 2010 Second SHA-3 Conference (Santa Barbara, USA)
fall 2010 selection of ≈ 5 finalists

early 2012 Final SHA-3 Conference

SHA-3 must support 224, 256, 384, and 512-bit digests

Most submission from academia, a few from industry (Sony,
IBM, Intel, Hitachi, etc.)

Specification, attacks, etc. published on ECRYPT’s SHA-3 Zoo

http://ehash.iaik.tugraz.at/wiki/The SHA-3 Zoo
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The 14 second round candidates
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The 42+8 NOT second round candidates
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Observations so far

Great diversity of designs:

I HAIFA, sponge, variants thereof, tree-based, etc.
I AES-based, AXR, AND/XOR, Serpent-like, etc.

Proofs do not help much to survive

New attack proposed (rebound, linearization, zero-sum, )

Designers have no right to err (any “flaw” can be fatal)

No single candidate stands out as the favorite
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EPILOGUE
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A golden decade

Much more results in the last 10 years than in [−∞; 2000]

Very rich decade for hash functions, both for the “theory” and
“applied” sides

With a good message expansion in SHA-0 and 128 rounds in
MD5 from the beginning, we wouldn’t have needed to worry
(and there would probably be no SHA-3 competition)

Next expected breakthrough: collision for SHA-1?
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