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Mandatory slide: Bitcoin’s blockchain

• Database recording all transactions 

• Guaranteed immutable, thanks to a proof-of-work system  

• Distributed: transactions validated by a network of peers 

• Decentralized: thanks to a consensus protocol 
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Blockchain accounts security 
"Public-key money": 

• Public key ~ recipient’s account number 

• Private key needed to access/spend money received, by issuing a 
digital signature (typically 256-bit ECDSA) 
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Blockchain mining security 
“Decentralized lottery”: 

• Proof-of-work (PoW): slightly less strong because of quantum 
search, but hash-based scheme essentially ok 

• Proof-of-state (PoS): no crypto computations specific to PoS 
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IOTA’s signature scheme

TL;DR: 

• Customer algorithm to hash the message 

• Hash-based one-time signature to sign the hash 
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SECURE AGAINST CLASSICAL COMPUTERS?



A cryptographic disaster, but hard to exploit realistically…
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What about the security  
of (non-IoT) blockchains?  
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I did many security audits of 
blockchain applications… 

 
Wallets, consensus protocols, 

crypto components, etc. 

Not always as bad as imagined, but 
not as strong as it should be… 



Bitcoin worst bug

• The sum of a transaction’s outputs overflowed the integer  

• Transaction check validated the (negative) sum 

• 184,467,440,737.09551616 bitcoins were created… 



Bitcoin worst bug

• Soft fork de facto invalidated the transaction 

• Patched in 0.3.10 

• CVE-2010-5139



Account hijacking (Lisk)

• Lisk ~ Ethereum with contracts in JS and PoS instead of PoW 

• Addresses only 64-bit long, derived from a passphrase… 

• Can steal accounts’ funds by brute forcing a preimage 



Client-side validation (Bitgrail)
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“But what’s the message of your talk??”  
—Philipp Jovanovic 



Thank you! 
 
  



Thank you! 
Join my ICO! :-p 
#JPcoin


