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 (ofounder & (o) of Taurus, the crypto custody tech for banks

* )0 years in applied cryptography

 french living in dwitzerlang erote Ncturar) S [:fysllerl:[g"rjasphy

. 500 Tasty Tidbits for the
Curious Cryptographer
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Privacy

Imagine a future where anyone on tarth could see..

e Jour whole Google search history
o Al your LLM interactions (ChatGPT efc)
o Al your private WhatsApp messages

Should this be the "future of Internet'?




Privacy

Imagine a future where anyone on tarth could see..
* All the bank accounts you have, your salary, your savings

* [he investments you made (funds, stocks, Elfs, efc)

* Who you transfer money to

Should this be the "future of Finance'!




Blockchain tokeny NOW

Anyone can trivially see

« Balances: how many tokens on an account

« Iransters: sender, recipient, amount

OK for scam tokens

Mot UK for real finance

0x8558FE88...d90657a32
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Blockchain tokeny NOW

Anyone includes..

» Urganized crime

« Any foreign entities
» Any qovernment agencies

» Business partners, clients




“decurity” token?

Unlike most tokens, not a Ponzi token (at least in principle)

okenized representation of requlated, real-world financial instruments such as

* Bonds
= Q FINANCIAL TIMES E=8 :+
* Lquity stock
el Faster, cheaper, safer: how tokenisation
* Private credit notes can change investing

* dtructured products


https://www.ft.com/content/dd020b5d-d031-4122-a488-ba7241b7f70d

Securily tokeny on private chainy

Permissioned/private ledgers bring greater privacy and efficiency

It is perhaps less well appreciated that these kinds of blockchains are
also plagued by governance problems. We cannot simply trust in the
code of the blockchain. Public permissionless blockchains are “designec
by people, maintained by people, and governed by people”, as one
research paper put it. but we don’t necessarily know who these people
are, who pays them, or if they’ll show up in an emergency. This is an

untenable position for critical financial infrastructure.



https://www.ft.com/content/4c3ebc9f-d447-466a-8816-d4a166143029

decurily Tokens on public chaingy

(ften on public chains (mostly tthereum) for convenience and interoperability

FINANCIAL TIMES

ETF Hub Exchange traded funds <+ Add to myFT)

Janus Henderson to follow BlackRock and
Fidelity into tokenisation

Fund group’s move to manage Anemoy fund means it is joining a frend
that observers believe will disrupt the industry

| m L eankant (LARE)IAQ TR _A,9Q _ QA1) _ ANCLIC LA ATRO)
nttps:// www.It.com/content/6461//47-/8.5-4e76-0641/-40o6106ad 1ol



https://www.ft.com/content/648f2249-5783-4e98-8412-4056f56ad1b0

decurily token Htandards

CMITAT - https:// qithub.com/CMIA/CMIAT FRC-3643 - nttps.//qithub.com/TokenySolutions/ T-REA
o Modular, powertul cross—chain token (EVM, lezos, efc) e Fived EVM-oriented specification

* dimple and cheap to deploy, actively developed * |ncludes identity-management

o Permissive licensing scheme e (ode 6L ficense

STANDARD ERC-3643: T-REX - Token for
CMTA Token (CMTAT) Regulated EXchanges O ©

February 20, 2025 . . . .
An institutional grade security token contract

that provides interfaces for the management
and compliant transfer of security tokens.

Summary Authors Joachim Lebrun (@Joachim-Lebrun), Tony
Malghem (@TonyMalghem), Kevin Thizy (@Nakasar), Luc
Falempin (@lfalempin), Adam Boudjemaa (@Aboudjem)

The CMTA Token (CMTAT) is a

The CMTAT is the product of collaborative work by leading organizations in Created  2021-07-09

the finance and technology ecosystem. Requires EIP-20, EIP-173



https://github.com/CMTA/CMTAT
https://github.com/TokenySolutions/T-REX

Private cryplocurrencied exirt

[cash, nllps /7 cash

* oken [EL: “shielded” tokens hide amounts, sender, recipient in a tranfer

* "zcash sapling was the appollo project of cryptography” @ndevalence
 Based on zero-knowledge proofs (/KFs)

Unly LEL token, not designed for compliance and securities tokenization


https://z.cash/

From private tokens to private programy

Principle: the program (smart contract) and its inputs are “encrypted”

yeveral ongoing projects, for example by Aleo, Aleph Lero, and Aztec

"I rollups” are not designed for privacy, but scalability

Thus a ZK rollup layer / leaks transaction dat:



Owr approowh

o Sart from CMIAT, the most versatile and modular security token

* Adapt it to run on Aztec, the private layer / hilps.//aztec network

Build with
the power of privacy
on Ethereum

eeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeee
privacy-preserving apps on-chain.


https://aztec.network/

From Sofidik y to Noir

Adtec private programs must be coded in Noir, a Rust dialect

fn _transfer_internal(from: AztecAddress, to: AztecAddress, amount: Field) {

assert(!storage.enforcement_module.is frozen(from), "Frozen: Sender");

assert(!storage.enforcement_module.is frozen(to), "Frozen: Recipient™);

storage.validation module.operateOnTransfer(from, to);
let issuer = storage.issuer_address.get current_value in_private();

decrement(storage.balances.at(from),amount,from,issuer,from);

increment(storage.balances.at(to),amount,to,issuer,from);




Feature) of our private token

* Private encrypted) transters, mint, and bum
* Auditability of

f
e |ransfer restriction, via blacklisting/whiteliting
f

ransters by the token issuer

* Public pause {of the contract) and treeze {of addresses|

Upen-source at hitps://qithub com/taurushq-io/private-CMIAT-aztec/



https://github.com/taurushq-io/private-CMTAT-aztec/

Testing i

* Now runs in Aztec’s testing environment L —

¢ Functionalities overview

® S00n in testnet, later in mainnet By r———

o) Mgg

o Mint private specifications

o [ytensive documentation e ———

o M

o |ssuer's view of transactions and notes

‘E‘ O taurushg-io / private-CMTAT-aztec
I * Deployment

e Comparison with Solidity CMTAT

<> Code () Issues I9 Pullrequests (») Actions

¢ Limitations
- ® Miscellaneous

private-CMTAT-aztec (Public) S

® Security




Concluwprion

e [okenization of securities can now be done

1 Ona public blockchain

/. Preserving privacy and compliance

* Jo run our token, Aztec testnet soon, mainnet later this year

* Alternatives to public chains: private ledger systems {e.q. Lanton)



iGracia)!
Cuertionn?

JP Aumasson, (S0 https / /aumasson Jp
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