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This talk: feedback on two projects

• Context, motivations, and goals 

• Technical work: methodologies, constraints 

• Publication and media coverage 

• Risk of conflicts of interest



Bio
• Principal researcher @ Kudelski Security 

• Black Hat, Defcon, RSA, etc. 

• Twitter: @veorq  

• https://aumasson.jp  

• https://seriouscrypto.com 

http://aumasson.jp
https://seriouscrypto.com


Agenda

1. The free audit 

2. The paid audit 

3. Takeaways



1. The free audit



Signal

• Mobile apps for message and audio/video calls 

• By Open Whisper Systems (Moxie Marlinspike) 

• No significant vulnerability ever published 

• Highly trusted, recommended by Snowden, etc.



Signal





Context



Motivations

• Be the first to find a real vulnerability in Signal 

• Fun spare-time project 



Scope
• Client code (not server) 

• Messaging (not calling) 

• Wherever we felt it was worth looking 

• What we felt was easier or more bug-prone  
(focused on Android cos we preferred reading Java to ObjC)



Methodology
• No rigorous process 

• Review the obvious: 

• User input 

• Common bugs 

• Protocol edge cases



Findings

• Message authentication bypass 

• Remote crash caused by Android image parser 

• Potentially exploitable bugs in use examples



Disclosure

• No security contact on the Signal website… 

• Found how to contact maintainer 

• Bugs fixed within hours in the GitHub repository



Publications



Numbers

• Few minutes to find first vulnerability 

• 3 conferences talks (Troopers, Infiltrate, HITB) 

• ~8 months between start and last publication



Free audit conclusion

• Low effort, with most work on my free time 

• Signal seems very solid, but underanalyzed? 

• Some disagreements with Signal maintainers



2. The paid audit



Wire

• Mobile & desktop apps for message and calls 

• By Wire Swiss GmbH (Zug, Berlin) 

• Crypto inspired by Signal’s, nicer UI 

• Less "street cred” than Signal then



Wire



Context

• Contacted by Wire after the Signal publication 

• Again, joint work with Markus Vervier from



Motivations

• Help improve a favorite messaging tool  

• Leverage our experience from Signal 

• Long-term consulting opportunity



Scope

• In a first phase, the core crypto component 

• “Proteus" library https://github.com/wireapp/proteus 

• Rust implementation + C bindings and JS version 

• Other client code and server not in the scope

https://github.com/wireapp/proteus


Methodology

Structured review including 

• Crypto protocol assessment 

• Specific bug classes checks 

• Fuzzing of selected code



Findings

• 14 low- to mid-severity bugs 

• Some in Wire’s code 

• Some in open-source dependencies



Disclosure
• Wire developers patched, we reviewed patches  

• Disclosure to open-source projects



Publications

• ..



Numbers

• About 20 person-days for the first report 

• ~6,000 lines of code covered



Paid audit conclusions

• Report publication was a win-win 

• Shows transparency from Wire 

• Good publicity for Kudelski 

• Efficient collaborative work with Wire



Takeaways
• Free audit provided significant return 

• Small skilled & motivated team > large team 

• Crypto is hard to get right


