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“Randomness means different things in 
various fields. Commonly, it means lack 
of pattern or predictability in events.” 















“Any one who considers arithmetical 
methods of producing random digits is, 
of course, in a state of sin.” 

John von Neumann 
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“I group random with stochastic or chancy, 
taking a random process to be one which 
does not operate wholly capriciously or 
haphazardly but in accord with stochastic 
or probabilistic laws.” 
John Earman A Primer on Determinism, 1986 



















• /dev/random /dev/urandom 

• CryptGenRandom
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/dev/(u)random  
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/dev/(u)random  

• /proc/sys/kernel/random/ 
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/dev/(u)random  

• /dev/random 

• gpg --gen-key

/dev/random 



/dev/(u)random  

• /dev/urandom 

• /dev/urandom

openssl-1.0.1/crypto/rand/rand_unix.c 
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– env ps aux
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– dmesg access_log





http://www.cs.berkeley.edu/~daw/papers/ddj-netscape.html

http://www.cs.berkeley.edu/~daw/papers/ddj-netscape.html
http://www.cs.berkeley.edu/~daw/papers/ddj-netscape.html
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https://factorable.net/


–

–

–

–



/dev/(u)random CryptGenRandom
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– openssl_random_pseudo_bytes 

$crypto_strong

– rand() mt_rand()

random(3) rand(3)
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dd if=/dev/urandom of=buf bs=1014 count=1024 



www.fourmilab.ch/random)

/dev/urandom 



www.fourmilab.ch/random)

/dev/urandom 



www.fourmilab.ch/random)

/dev/urandom 



http://www.stat.fsu.edu/pub/diehard/







stdlib rand() random()

random

rand() mt_rand(),  

 java.util.Random





http://www.random.org/

















