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THE SPEAKER

PhD in cryptography from EPFL & FHNW, 2009
Principal Cryptographer at Kudelski Security
Designed popular algorithms: SipHash, BLAKE?2

Talked at Black Hat, DEFCON, RSA, etc.

Designed and reviewed secure com technos

http://aumasson.|p
https://twitter.com/veorq
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SECURE COMMUNICATIONS

Internet-based communications, over-IP
VolIP

Real-time text + data, instant messaging-like
Asynchronous text + data, email-like

Out of scope: PSTN phone, satphones, radio coms, etc.
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SECURE COMMUNICATIONS

Confidentiality of the content
0 Is it securely encrypted? Who has the keys?

Privacy and anonymity of parties
0 Who talks with whom? What is stored by the provider?

Authentication of parties and content
o Am | sure | talk with Alice? Were messages modified?

Assurance and confidence
0 Can designers be trusted? How secure Is the software?
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WHY SHOULD WE CARE?

Corporate espionnage, especially when traveling
Nation-state agencies survelllance and recording

Reduce need for trust in ISPs, admins, etc.

Mere desire for privacy




Past: 1980s—-2012
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1980-1990

Bulletin boards, email, IRC; no security
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1991: PGP

Confidentiality and authenticity of files, emails
No forward secrecy, no/low anonymity

Complex and error prone

—BEGIN PGP MESSAGE-—
Version: GnuPGMacGPG2 v2.0.16 (Darwin)

hQEMABXASCXZgINAQgAMwWeXEIrKeYPH1 JGTGEIyrQdJ 2 BmOFPgnUNcDHzzBhS
BTOE1mWMSnfRbCBdR7kuDelPel DLOfEKIOrMNMaIKTGHJSdmDwluQsjwSpSeq2LAP
tOgqx TDSbfFDXG+V0OdxhJAAabdu+fhQeDirkCdyrFETeOpZg5VsVal j0E42vHEOR
T46JyKgvEwQHkdQO5FDKrFTXMKTIQC eVUbnY UlgpguUel7 2BfuBINiNdBunnohO
ABHSnOuK+awPi+VEzdV1vulhaGRicwEDIiwfKspelUvBL+i33Es1 NhB1d0gpPfArFy
KAUNTxULB2IWUGEISKNA xx0U D7 GnauasjdXzbtOWVILAT1QHI0zb9e 7656 2xGYm
X4gyjZWemSB+H+Zsz2WBrRBnylgJDRMWDIObS/E2Nse/FRnxrnmI39sflbyBBGTQ
qBGID/OdBRYGBg+bo1 RwBPbdsc ICeOzPtiGmMAtiTY25i1+m31 GKDRnd1 VFT441Ku
Fe2mKdUId4 Kt 80pVINT 2figY2m2WQEJgBCIUSEchY+CXNxqZz9Gzx SE3xAerrgEe
wo/PQc2wirgbZg++pdMOLNEStACO44yOzxWuUuxEcxb4 QH T /OIETrWaiK]yAVyJZ
WCpRIW/GVOnyBOENEhyLOilhfeés1gSK2KpVlgVhoLOSwrdyYkwMGDXuidm 7/,
z0BFwVFMIUpivAC2wWIgmadfin2Y ThnySEqglulUaYKooU QygEmMNv1 g9jgWYIODL
OMbDjrgLvD3ezfyC4BMgvB1 MGKTRhSFTIXS+mPCPdHGBXVxmzZossYOsj+3UfHOd
epH7zQ4PgiLDKQSBsRWveSLVINVIRJKY SBUPSJIwWI OGooZWeGMyy 7T xwswEDext
DUslpXXTel==

=hBFg

-—END PGP MESSAGE-—-



INSTANT MESSAGING SYSTEMS

ICQ, AIM, Gaim/Pidgin, MSN, Jabber, Google talk, etc.
Commercial corporate solutions

Little or no concern for security
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2003: SKYPE

Initially based on a peer-to-peer network
2005 audit: standard algorithms, proprietary protocol

Acquired by MS in 2011 (...) NSA eavesdropping...
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2004: OFF-THE-RECORD (OTR) PROTOCOL

End-to-end encryption, forward secrecy
Runs on top of existing messaging protocols

Trusted by Snowden to chat with journalists

Off-the-Record Communication,
or, Why Not To Use PGP

Nikita Borisov lan Goldberg Eric Brewer
UC Berkeley Zero-Knowledge Systems UC Berkeley
nikitab@cs.berkeley.edu ian@cypherpunks.ca brewer@cs.berkeley.edu




2004: SRTP

“Secure RTP”, encrypted VolP (RFC 3711)
Specs on how to protect RTP packets

First step towards secure VoIP

The Secure Real-time Transport Protocol (SRTP)

Status of this Memo

This document specifies an Internet standards track protocol for the
Internet community, and requests discussion and suggestions for
improvements. Please refer to the current edition of the "Internet
Official Protocol Standards™ (STD 1) for the standardization state
and status of this protocol. Distribution of this memo is unlimited.




2006: ZRTP

End-to-end encrypted VolIP
MitM defense: SAS and key continuity

No PKI, implicit user authentication

g®modp=A B A g’ mod p=B
Alice Bob
B?mod p = Sas < E(Shg) > A® mod p = Sps

Hash (A, B) Hash (A, B)

Secure since: Secure since:
Mon May 22 17:35:09 2006 Mon May 22 17:33:18 2006

|GoSer_ure ” Go Clear | IGoSecure ” Go Clear I




2009: WHATSAPP

One of the first popular mobile messaging apps

Initially low security, proprietary protocols...

Critical WhatsApp crypto flaw threatens
user privacy, researchers warn

WhatsApp Messenger
Category: Social Networking

Updated Nov 07, 2009
Current Version: 2.2.788
Seller: WhatsApp Inc.

© 2009 WhatsApp Inc.
3.1 MB

Free ( GET APP




Present: 2012-2015
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FACTORS OF CHANGE...




FACTORS OF CHANGE...
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FACTORS OF CHANGE...




FACTORS OF CHANGE...
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protocols
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IMPACT

New secure voice/chat/emall app every week

Some innovative protocols and secure apps, but also...
Opportunistic and profit-driven systems, often lower-quality
Ditto for well-intended but inexperienced developers

Better awareness and understanding

Efforts in terms of Ul and usability




CRYPTOCAT

Web and mobile chat, free and open-source
Software reviewed and audited

OTR for 2-party chats, custom group protocol

BecrRvyPrDOERT

conversation name

nickname




THREEMA

Swiss, end-to-end encryption, good track record
Explicit identity verification (QR codes scan)

Not open-source, partial forward secrecy only
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SILENT CIRCLE

Commercial products from PGP/ZRTP inventor
/RTP-based VolIP

"SCIMP” messaging protocol, OTR-Inspired

Blackphone device
iIntegrating Silent Circle apps




OPEN WHISPER SYSTEMS

Free & open-source mobile apps, solid engineering
/ZRTP-based voice

“Axolotl ratchet” messaging protocol, OTR-inspired

g q Pretty neat,huh?
a - Clement Duval 1:35 PM
. 3 . Every message is encrypted? didn't
¥ % Y have to do anything!
e Masha Kolenkina 1:31 PM
o4 Yep, pretty simple!
1 » at the usual place for lunch!
. -
Use anything by Open Whisper Systems. -

— Edward Snowden, Whistleblower and privacy advocate
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PEERIO

Email-like messaging and file sharing, end-to-end

Browser extensions, mobile apps coming

Minimized user interaction with security parameters

peerio a
beta

Messages Contacts

Compose Message W From lan Paul [N 2]

lan Paul [ Erad Chacos [

Brad Chacos
All Messages m e 15,15;2;;; file o
5/1/2015 5:04 w
New Messages Brad Chacos I 15/1/2015 5:04PM
Brad Chacos 151172015 indeed
Secret Decoder Ring Message 459PM
Brad Chacos 15/1/2015 Brad Chacos [ 15/1/2015 5:08PM & ENCRYPTED
I'm here 4:58PM

can i close this out now?

lan Paul 151172015 5:09PM & ENCRYPTED

yeah. Thanks for playing

Reply  Files
]
[Type your reply

m Press Enter to send
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MORE MESSAGING APPS

40 listed on https://www.eff.org/secure-messading-scorecard



https://www.eff.org/secure-messaging-scorecard
https://www.eff.org/secure-messaging-scorecard
https://www.eff.org/secure-messaging-scorecard
https://www.eff.org/secure-messaging-scorecard
https://www.eff.org/secure-messaging-scorecard
https://www.eff.org/secure-messaging-scorecard
https://www.eff.org/secure-messaging-scorecard

Future 2016+
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WHAT WILL CHANGE...

More bandwidth for audio and video content

More users of mobile devices

More platforms (watches, etc.)




EXPECT... LESS FRAGMENTATION

Most usable and beautiful apps will survive

‘Design is not just what - ]
it looks like. Design N
is how it works.’

Steve Jobs




EXPECT... REGIONAL DIFFERENCES

Different apps will dominate different markets

Due to different usage, culture, regulations,
preference for local apps, etc.
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EXPECT... UNIFICATION

Voice, messaging, and video in a single app

Same app in mobile platforms and (mobile) browsers

SPLAYD

%ORK SPIFE

‘/

‘ KNIFE
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EXPECT... BETTER INTEGRATION

In corporate and professional environments
Industry-specific, such as health or finance

Features for compliance, accountability, auditability
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EXPECT... MORE COMMERCIAL APPS

Due to more popular demande for privacy
Usually better marketing and usability than FOSS

Tends to favor time to market over security

“=3 CYBER DUST
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EXPECT... MORE GROUP/SOCIAL INTEGRATION

Social network services will use stronger messaging

Secure group communications is a challenge

Facebook introduces PGP encryption for
sensitive emails

Users of the social network can now opt to encrypt email noti~ ™
password resets and other confidential information

W o
@ Open Whisper Systems partners with WhatsApp to
provide end-to-end encryption

. moxie0 on 18 Nov 2014
At Open Whisper Systems, our goal is to make private communication simple. For the
past three years, we've been developing a modern, open source, strong encryption

protocol for asynchronous messaging systems, designed to make seamless end-to-end

encrypted messaging possible.

©2015 KUDELSKI GROUP / All rights reserved.




EXPECT... VULNERABILITIES AND ATTACKS

On the software, infrastructure, users

“Bug bounty” initiatives helping bugs discovery

Increasing cost of breaking into mobile platforms...




Conclusions
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ON THE TECHNICAL SIDE

We know the theoretical recipe of secure systems

But...

DoS/fallback attacks are effective

Operational security is also important

Metadata can leak critical information

Secure app on a compromised system Is insecure

Secure coms solutions are just a part of a system




ON THE BUSINESS SIDE

Plenty of vendors, affordable/free mobile solutions...

But...

Technically state-of-the-art solutions not mature as products
Unclear security of corporate-friendly, commercial systems
Non-interoperability limits adoption and effectiveness

You may want/need hardware-based security

The right solution depends on your assets, threats,
platform(s), size, etc.

Buy actual security, not a feeling of security
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