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Math proofs created by machines [AI]



Verified by machines

Navier-Stoke: 707 files, 412,645 lines of Lean



Theorems verified by humans?

https://eprint.iacr.org/2026/2441.pdf 
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Proofs verified by humans?

https://proofsandprompts.com/2026/09/04/on-proof-and-progress-in-mathematics-in-the-age-of-generative-llms/ 
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Anthropic on the trust stack

https://www.anthropic.com/research/formal-verification 
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When the machine fails

https://leodemoura.github.io/blog/2026-8-1-postmortem-for-kernel-soundness-bug-14576/ 
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When two machines fail

https://leodemoura.github.io/blog/2026-8-1-postmortem-for-kernel-soundness-bug-14576/ 
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Complex software and trust... 

https://www.lesswrong.com/posts/zHhGa3iQBQcdSifFL/a-critical-look-at-lean4-1 
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Lean's security exposure



Rocq's security exposure



The point of this talk

LLMs + Lean = superpower = greater responsibility

The bug tolerance threshold is now lower 

Soundness bugs must be treated as security bugs

Risks:
- Deliberate or accidental proof forgery 
- Insecure formally verified code



From bugs to CVEs

7 known bugs → 7 CVEs (2 Lean, 5 Rocq)
At filing (Sept '26): 4 fixed, 3 unpatched

Other PoC'd bugs in verification tools Agda, F*, 
Dafny, Isabelle/HOL, Z3 and cvc5 (no CVEs yet)

Supply chain risk: Z3 bugs led code verifiers Verus 
and Frama-C to accept false claims



"Proof" of the Riemann Hypothesis 

CVE-2026-72714 · Rocq #22287 (unpatched)

Correct statement of a known inequality
equivalent to RH (Lagarias’s criterion)

Bug exploit, not RH-specific: the checker accepts a 
contradition: ex falso quodlibet → RH

σ(n) ≤ Hn + exp(Hn) ln(Hn)     for all integers n ≥ 1

σ(n): sum of divisors of n       Hn = 1 + ½ + ⋯ + 1/n



Risky Take...



Game on...

I have a Proof of P = NP...

With a Lean 4 Certificate 

I can recommend a few good 
tattoo artists... 



Lean Certificates of P = NP and P ≠ NP 

CVE-2026-72844 · Lean #14576 (patched)

Type confusion bug leading to logical explosion

P = NP: Fake a polynomial-time 3-SAT solver

P ≠ NP: Forge a proof that 3-SAT ∉ P

Lean certificates pass leanchecker



Towards more plausible "proofs"

A long proof can bury a bug exploit several layers 
down in an imported library:

Small theorem
(forged proof)

Helper
theorem

Main
theorem RH

A sound-looking proof attempt could fool 
agent/human reviewers for a few days/weeks/?  



Fiat-Crypto sabotage PoC

Rocq #21683 · CVE-2026-72705 (fixed)

Fiat-Crypto outputs verified field arithmetic
Used in BoringSSL and other projects 

Sabotaged multiplication always returns zero
carry_mulmod f g := zeros n

Property `output = f × g  (mod m)` still "verified"



Actual attacks must be more subtle and:

• Exploit 0-day bugs
• Fool agents doing code review
• Pass unit tests (like “bug attacks”)
• Remain plausibly deniable
• End up in critical systems

Real exploitation tactics



Ref count overflow to UAF to RCE, via heap spray 
From public bug https://github.com/leanprover/lean4/pull/15241 

No `unsafe`, FFI, or metaprogramming needed 

Exploit scenarios (client or server):
- Malicious Lean dependency sabotage
- Hosted Lean service compromise
- Hosted CI compromise

Code execution from malicious Lean

https://github.com/leanprover/lean4/pull/15241


Tool Issue CVE Bug Summary Level Notes

Lean 4 #14576 CVE-2026-72844 Nested inductive projection type confusion Kernel 1st CVE 
ever for PA 

kernel

Lean 4 #14484 CVE-2026-72711 Kernel accepts opaque decl with unbound free 
variable

Kernel Fixed 
<4.32.2

Lean 4 #15241 — Deletion cascade use-after-free (sticky refcount) — 
RCE via closure hijack

Runtime Fixed 
v4.34.1

Lean 4 



Tool Issue CVE Bug Summary Level Notes

Rocq #12155 CVE-2020-37268 Print Assumptions omits unsafe universe checking via 
Parameter Inline

Kernel Unfixed 
since 2020

Rocq #21682 CVE-2026-72703 Guard checker: non-terminating fixpoint via 
unchecked cross-calls

Kernel Found by 
Opus

Rocq #22024 CVE-2026-72704 Guard checker trusts corrupted recursive tree after 
transport

Kernel 0-day

Rocq #21683 CVE-2026-72705 Guard checker: fixpoint as higher-order argument Kernel Found by 
Opus

Rocq #22287 CVE-2026-72714 Universe checking desync after module close Kernel 0-day; 
Millennium 

forgeries

Rocq 



Tool Issue CVE Bug Summary Level Notes

Z3 #7842 — FP + algebraic datatypes: sat with invalid model Oracle No CVE 
requested

Z3 NRA regr. — Refutation unsoundness on NRA (unit circle variant); 
regression across versions

Oracle Exploited 
via Verus &

Frama-

C/WP

CVC5 #13012 — Soundness bug Oracle PoC pinned 
v1.3.4

SMT Solvers: Z3 & CVC5 



Tool Issue CVE Bug Summary Level Notes

Isabelle/HOL NBE bug — TYPE(T) args generalized to TYPE(?'a) by normalizer 
→ proves False

Oracle Fixed 
Isabelle202

5-1

Agda #7668 — Positivity checker: identity type in negative position 
(Cubical) → ⊥

Kernel Fixed 2.8.0

Dafny #4053 — Soundness bug — PoC v4.1.0

Dafny #6158 — Soundness bug — PoC 
v4.10.0

F* #4480 — Soundness bug — Docker 
PoC

Isabelle, Agda, Dafny & F*



Exploit Base Bug Target Description Status

P=NP Forgery (Lean) CVE-2026-72844 Lean 4 kernel Lean 4 certificate proving P=NP; leanchecker 
passes

Confirmed

P=NP Forgery (Rocq) CVE-2026-72714 Rocq kernel Built by JP Aumasson (veorq) Confirmed

Riemann Hypothesis CVE-2026-72714 Rocq kernel Lagarias criterion forgery; Print Assumptions 
clean

Confirmed

Navier–Stokes CVE-2026-72714 Rocq kernel Both regularity and its negation proven Confirmed

BSD Conjecture CVE-2026-72714 Rocq kernel Rank equality forgery Confirmed

Hodge Conjecture< CVE-2026-72714 Rocq kernel Print Assumptions whitelist clean Confirmed

CompCert Backdoor CVE-2026-72714 CompCert Forged semantic-preservation proof for malicious 
optimization pass

Confirmed

Derived Exploits: Forgeries 
& CompCert



Conclusion

FV tools need higher-assurance SSDLC, since they are:

- Complex software; bugs are inevitable
- Processing complex, human-un(der)reviewed code
- No longer niche:

- The foundation of many math results
- A target for attackers 

Article in Phrack, PoCs code soon at
https://github.com/endrazine/owning-the-truth
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Thank you! Q&A

endrazine@securityfocus.com

veorq@securityfocus.com 

https://moabi.com

https://bugtraq.io

https://aumasson.jp  
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